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Dear Parents, Teachers, and Students,

Information is the source that powers progress across various aspects of learning. Stronger information systems
are foundational to revolutionize decision making, accelerating digital transformation and driving new
opportunities. Technology has come in every aspect of our lives, therefore the information that we receive has
become more crucial.

Our school is meant for preparing students for the challenges they will inevitably face in their academic and
professional endeavors. In this present scenario we need to place a desirable emphasis on security and privacy
concerns and discuss the relevant aspects of ITACT.

Cyber safety and security are fundamental for the coexistence of dignified people in the world.

It is not only the individual safety and security alone we need to see, but also the safety & security of the place we
live, institution we study and work, and the students who are entrusted to us. Our carelessness is one of the major
causes of problems of safety and security. We have the responsibility to protect our space, our life and our time.
Some of the techniques of cyber safety & security are taught in our school through regular classes, seminars and
workshops. We also need to learn it through our life experiences and experiences of others.

It is the responsibility of every one of us to work for creating a world, where everyone can feel cyber safety and
security.

In our last edition of ‘St. John’s Eagle’ I have mentioned about the excessive usage of mobile and screen time that
have become the major cause of physical and mental health problems of students.

I once again earnestly request the parents to send their wards to school only in the vehicles and drivers who have
the transport department approved papers and follow the traffic rules.

We are grateful to our editorial team, who are readily available for collecting the materials for this edition and
encouraging the students to write creative articles.

Warm regards,

Rev. Fr. Vinoy Pulivelil
Principal
St. John’s School, Firozabad
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MESSAGE FROM HEADMISTRESS

Flash back of the year,

The past year has been a
remarkable period filled with
learning, achievements and T,r
memorable moments. From |
academic excellence to vibrant
celebrations and competitions. “¥
Our students showcased their
talents with great enthusiasm
despite challenges. The support from parents and the
continuous efforts of our principal and staff
contributed immensely to the smooth functioning of
all the school activities. As we look back, we cherish
these beautiful memories with pride and gratitude.
Each moment has helped us grow stronger and wiser
with renewed hope and determination we look
forward to another year filled with success and
positivity and new opportunities for our students to
shine.

Sr. Daisy
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Dear Readers,

Welcome to the second edition of our
newsletter JOHN'S EAGLE, a
vibrant tapestry of stories, art, and
achievements of our talented
scholars that truly reflects the spirit of
our institution and Academic community! In today's
digital age, cyber security and safety are more
important than ever. This issue of John’s Eagle throws
the spotlight on real stories and striking drawings that
bring cyber safety to life — from eye-opening
incidents to thought-provoking poems that encourage
each one of us to stay safe and responsible.

This edition is also filled with exciting cultural
showcases and sports highlights — each designed to
promote the mental and physical well-being of every
child. In the Junior Squad section, young minds
engage in fun-filled activities that blend culture,
sports, and technology, while also creating awareness
about digital safety.

Through this newsletter, we celebrate creativity,
caution and awareness, reflecting our school's
commitment to building a safe and smart digital
future.

Mrs. Preety Jain
( Editorial team)



The Dark Side of the Sereen

The internet continues to influence and enhance many aspects of our daily life. However, there is a growing
recognition that the technology which improves our living standards can also provide an opportunity to amplify
negative behaviours online. Cyber bullying on social media has emerged as a growing widespread problem due to
increased likelihood of encountering strangers online. Several factors appear to contribute to the prevalence of
cyberbullying on social media including anonymity, easy access to technology and the inadequate awareness of
the consequences of online behaviour.

Research consistently identifies the consequences of bullying for emotional health of children and young people.
Victims experience a lack of acceptance in their peer group which also increases loneliness and social isolation. It
is likely to lead to low self-esteem and depression. Victims often feel ashamed, nervous, insecure, worried and turn
to substance abuse or self-harm or even more severe steps. Health issues like frequent headaches,
nausea and stomach aches are also frequently observed.

The most fundamental way of dealing with cyber bullying is to attempt to prevent in the first
place through e- safety policies. Schools and parents now work towards spreading awareness
about it in young minds. New policies regarding safety must be formed and implemented
effectively.

Cyber bullying is not a joke, it's repeated online cruelty that damages mental health and has real |
consequences

Ishika Gupta (XI - A)

THE NIGHT A VOICE STOLE OUR SAVINGS

- AND WHAT IT TAUGHT US ABOUT CYBER SECURITY

That was the night a single phone call almost cost us a significant portion of our hard-earned savings - and taught us
more about cyber security than any textbook ever could.

The call came to my father. The man on the other end introduced himself as someone my father had known for
years.

He said he urgently needed money for his child's medical treatment. He sounded distressed but dignified -He asked
my father to transfer money through a QR code and promised to return it soon.

A substantial amount - transferred within minutes.

The scammer exploited three powerful psychological triggers:

Trust & Familiarity, Emotional Urgency, Mental Fatigue

The turning point came unexpectedly. My mother jokingly said, "What if you've been defrauded?"

Itwas ajoke - but it planted doubt.

My father immediately called the real number saved in his phone. The actual person denied asking for money. A
cold realization spread through the room. When my father called the unknown number back and questioned him
directly, the line went silent. Then it was switched off.

We immediately: Called the national cybercrime helpline. Reported the transaction on the official cybercrime
portal. Contacted the bank and UPI/payment platform. Preserved all evidence - call recordings, screenshots, QR
codes, transaction IDs. Filed a formal written complaint at the cybercrime office.

Because we reported the fraud immediately - within hours - authorities were able to freeze the recipient accounts
before the money was fully withdrawn or layered into other accounts. After procedures,
verification, and legal processing, the entire amount was credited back to us.

That night changed the way I see cyber security. It is not just about strong passwords or antivirus
software. It is about awareness, verification, and emotional control.

Cyber criminals are evolving. They no longer break doors - they walk in through trust.

We were lucky - but more than luck, we were fast.

The biggest myth in cyber fraud is that "nothing can be done."

That night proved otherwise.

e Yashika Singh (XI - A)



The Dlgltal Trap: From Screen Time to Cybercrime

Nowadays, children are increasingly attracted to mobile phones. They remain constantly engaged in playing games
or watching videos. This attachment leads to excessive screen time, and children may become addicted to the
digital world. As aresult, they become vulnerable online and easy targets for scammers - the digital strangers of our
time.

These scammers create fake profiles and promise fake rewards or prizes. They pretend to be close friends to trick
children into revealing personal details. Eventually, this information may be used for blackmail.
To understand the danger, consider the case of a 14-year-old boy addicted to an online game. One
evening, a "new friend" promised him a reward. Getting excited, the boy didn't hesitate when
asked for verification. He shared his mother's bank details and an OTP from her phone. Within 15
minutes, ?1.5 lakh was stolen from his family's savings. What began as a simple hour of screen
time ended in a crime where the child was deceived and the family's privacy was violated.

To break this cycle, parents must move from being passive users to active digital guardians. They
must ensure that their children are more connected to real-world safety than to digital screens.

Astha Gupta (XI - D)

CYBER JOKES

*  Why did the IT guy go broke? Because he lost his

cache. THINK BEFORE YOU TAP

* [ tried to run a cybersecurity business, but I just

could not decrypt the problem. In a world of clicks and growing screens
*  Why did the phishing email go to therapy? It had | where the truth and lies works in between
attachment issues.

Guard d f
* There are 10 types of people in the world: those Hare your wotds youl idie your face

who understand binary and those who don't.
*  Why was the computer cold? It left its Windows
open. think before you tap or share
» T asked my computer for a joke about encryption -
itsaid it couldn't tell me because it's classified.
*  Why did the hacker bring string to the data centre?
To tie up loose ends after a patch. protect the secret you must be yield!!
* I changed my password to incorrect - that way
when [ forget it, the computer will tell me "Your

the cyber world is not a safe place!!

no one is going to tell you to 'be aware’
strong password is your silent Shield

password strong like a locked-up vault

password is incorrect.” DU ,
« My antivirus went on a diet - it 123" isn't smart, that's totally your fault
wanted fewer bytes. think before posting your face or your zone

* I'd tell you a joke about two?
factor authentication, but I'll need
to confirm it's you first.

Ishika Gupta (XI-A)

not everyone online deserves to be known!!

-Aditii Porwal (XI-D)
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GYBER SAFETY AWARENESS - STEP TOWARDS EMPOWERING YOUNG MINDS

In today's digital world, the internet is an essential part of teenage life. From online classes and research to social
media and gaming, technology offers countless opportunities. However, along with these benefits come risks that
every teenager must understand and manage responsibly.

Cyber safety begins with protecting personal information. Students should never share passwords, OTPs,
addresses, school details, or private photos online. Even friendly-looking messages can come from people with
harmful intentions. Strong passwords, two-factor authentication, and regular updates are simple but powerful
safety habits.

Social media deserves special attention. What is posted online can stay there forever. Students should think before
they post, comment, or share, and remember that online popularity should never come at the cost of self-respect or
safety.

Not everything on the internet is true. Teenagers should learn to verify sources and avoid suspicious links, offers,
or downloads.

internet use can affect mental health, sleep, and real-life
relationships. ’ i
Cyber safety is not about fear-it is about awareness and =~ _
responsibility. By making smart choices online,
Students can enjoy the digital world safely and
confidently while building a secure and positive digital
future.

“The Cyber S‘;hart Kid, written by Rajesh Thakur Sir.’k’
DIGITAL ADDICTION AND CYBER VULNERABILITY:

WHEN HABIT BECOMES RISK Fa@wgf £

Today, many people use their phones and the internet almost all the time.
While technology makes life easier, overusing it can turn into digital
addiction. This addiction can quietly increase the risk of online threats and
cybercrimes.

When people are addicted to their devices, they often act without thinking.
They quickly open messages, click links, or download apps without
checking if they are safe. This happens because the brain gets used to
repeated actions and stops carefully judging risks. As a result, people may
fall for fake emails, scam messages or harmful websites.

Digital addiction also affects emotions. Notifications, likes and instant
replies make the brain feel rewarded, encouraging people to stay online
longer. Cyber criminals take advantage of this by creating urgent messages
like "Your account is at risk" or "Click now." In a hurry or out of fear, users
may respond without verifying the source.

Cyber safety is not only about strong passwords or security software, nor just
about being smart or tech-savvy; it is also about controlling our online
behaviour and more about slowing down, questioning messages and
thinking before reacting. Taking breaks from screens,

slowing down before clicking and thinking carefully can
greatly reduce cyber risks. Dear Neeta Ma’am & Rajesh K.K. Sir

Understanding how our habits affect online safety, [ think = Your dedication
has to be the first step towards becoming more secure in truly makes a

14 the digital world! difference in our
Mrs. Nidhi Sharma o hearts.
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DIGITAL PREY

Dark agents lurk in the shadows, waiting to prey

on their next victims behind their computer screens.

Convert or avert?

Insider or outsider,

everything seems to sink into an abyss

that mocks humanity.

There are now millions of codes

for all occasions.

Hackers feed on this data

like rabid dogs picking

atthe bones of a carcass.

Cybercrime persists

in virtual realms. (I11-D)

IT grows exponentially every year;

yetitseems

too many centers of disorder remain.

il ) ,..'»

CYBER SAFETY & SECURITY

’ When you're online, take great care;
Never share your name - beware.
Strangers may seem nice and fun,
But sharing isn't meant for everyone.
Stay safe, stay smart, every day,

On the internet - that's the way!
Think before you click or share,
Internet safety - always be aware.
Passwords are secret keys,

Keep them safe; share them with none, please.
If something feels wrong, tell a trusted adult,
Staying silent is never your fault.

Never chat with strangers online,
Protect your space - your life, your time.
Ifa game or site feels wrong,

Exit quickly - stay safe and strong.

Tamanna Navlani (IV-D)

TINY FEET, COLOURFUL BEATS




BEYOND THE CANVAS

Maya loved online gaming, but she almost lost everything when a "free coins" link turned out to be a phishing scam,

compromising her password. By immediately reporting it, changing credentials with multi-factor authentication,

and warning friends, she saved her digital life, turning a scary breach into a lesson on vigilance.

Fourteen-year-old Maya was a rising star in her favourite fantasy MMO game. Her account was decked out with

rare gear. One evening, a message popped up in her chat window: "Congratulations! Click here to claim 5,000 free

gems for your account!" Thrilled, Maya clicked. It led to a . site that looked exactly like her game's login

page. She entered her username and password. The . A ;f page just refreshed, showing an error, but she

didn't think much of it and went to bed. <

The next morning, her heart froze. "Invalid

Nothing. Panic set in when a teammate

your inventory? And why are you acting o

Maya remembered her school's cyber

*  Stop: She did not try to "fix" it by

*  Report: She immediately used a . separate device to email the
game's support team, detailing the ! phishing link.

*  Verify: She enabled Two-Factor Authentication (2FA) on
everything.

Within 24 hours, the support team noticed and responded by protecting it. Maya immediately changed i

the password of his account. ' e
YOUNG CYBER DETECTIVES Hardyansh (X - D)

Password," the screen read. She tried again.
messaged her: "Maya? Why are you trying to sell
soweird?" Her account had been hijacked.

safety workshop. She didn't panic.
™~ chatting with the hacker.

ARTFUL EXPRESSION

is for anti-virus software is for network, which gives all 2
that detects suspicious files o ° your connected deviceg aturn Hokare was on Az
corfiem ;‘?C Aol ;.Q,..‘ e W‘
is for Bluetooth devices that \ and. aﬁaésmﬂ et Mv—rgg .
help you connect for a while \ & M -555 s
is for cookie, a file that L W is for password or passphrase like Bekincd Hein , « g“%’” -’a%
remembers what you've seen ¢ | - * SingGuitarBunnyOne foags % S sfercl Hia
— i "A"’? « m.,.xuy, Atbocds T
is for question, especially if Vet ;&% » Hoobior sweolesecl $he &unfl_m
something online seems suspicious M ,ofaach. . gg
is for e=mail for @ is for ransomware, a form of malware "
when you want to say  hello 3 that is vicious Br=
is for firewall, a security barrier
that helps your devices stay mellow @ is for spoofing, a fake email or website

is for gaming, afun . is for texting, just be cautious
way to pass the time " of what you receive and write

is for update, to get new
is for hacking, a terrible cyber crime u pd g

software and become secure 0 O 0
Mission Jagrati
v is for virtual private network (VPN),
— s n

Yash Vardhan Singh (XI D)

if you're not home and you're unsure

is for Jamaican cruise, a is for Wi=Fi, how you -~ - i
prize you didn’t win for sure s . connect to the internet -

as in USB key, a tool used ;‘1 is what you click on if you need
for storage and back up ‘ to disconnect

is for login credentials, a is what you should ask if something
username and password mash-up online seems too good to be true

is for malware, malicious # 1
software like viruses and worms  J

Manvik Kulshrestha
(III B)
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2 CYBER  ~ CYBER SYBER
SECURITY AWABENESS ?nr‘éw

The PRACTICE o e KNOWLEDGE, SAFE And RESPONSTIALE
) PROTECTING COMPUTERS ATTITUDES dnd Wde of ZHEORMATEON
) WETWORKS, PROGRAMS, | BEHAVTOURS that AIM | COMMUNI CATION

JAnd DATA prom | J& PROTECT Own TECHNOLOG T ES.

) DIGTTAL ATTACKS. TANFORMATION ASSETS.

) *BE SECURE--. - BE AWARE .. . -BE SAFE ...

;-r:as ALERT. . . "BE ATTENTINE... - BE HRPPY.. .

FNETWORK *'END -USER

) SECURITY SECURTTY - SOCIAL ME D1A -BACK UP YouRr.
SRFETY CRITICAL FI LES

Raya Sabharwal
P b-to _avoid g problem entire iy av D)
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SCHOOL’S CULTURAL KALEIDOSCOPE
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